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Request for Proposal — Wireless WAN Data Communications System

1. Purpose and Objectives

The City of Pleasant solicit vendors for a Request for Proposal (RFP) from qualified contractorsto
enhance it’s existing Wi-Fi System. This system isintended to achieve the following goals:

High bandwidth capacity to handle multiple applications. These applications would include
[application to write, submit, and print reports while in the field; viewing mug shots, streaming
video/audio, access to records management system, ability to access the Web and e-mail, other
portable computing applications]. Ability to use IP phones/devices for voice communicationsin
the future.

Highly secure. Offersthe highest level of security at multiple layers utilizing proven, industry-
standard security technologies.

Scalable over entire geographic area (area of service). Offer fully redundant coverage over
95% of the proposed service area, anywhere that a car can navigate on the streets. Offers an
expansion path for potential expansion of the area of service.

High levels of reliability. Deliver 99.99% network uptime within the coverage area.

Fault tolerant and redundant. Provide automatic fail-over protection at multiple levels,
including at the wireless link and the connection to the wired network.

Interferenceresilient. Offers protection against local environmental disrupters and resiliency for
interference.

Standard |EEE 802.11 (Wi-Fi) compliant. Interoperate with standard IEEE approved and
supported Wi-Fi (802.11x) networking devices.

Centralized management control. Provides central management and control over the network.

Public Access. System is used on Cresent (Downtown Pleasant Hill only) and may encompass
therest of the system in the future. The system primary useisfor Public Safety.

City Usage - System will be used by Sworn and nonsworn City personnel.

I nteroper ability Police — Ability to cross networks from one jurisdiction to another within the
proposed network. (Currently the City of Concord is connected and the Contra Costa Sheriff’s
Office will be connected to this system).

Video/Audio Surveillance- Ability to have wireless cameras for police vehicles and designated
businesses/high crime areas. (RFP is currently out on video surveillance for Pleasant Hill City
Hall and Pleasant Hill Parking Structure).

Vehicles— Ability to transition from one node to another with no disruption in data stream.

SSIDS/VlIans — Ability to support multiple hidden SSIDS and Vlans. Current system has 10.
Must have room for growth.

QOS- System must have QOS capabilities and high priority for public safety.

Battery backup — Key designated areas must be on battery backup in case of disaster of brown
outs.

Video — One Pleasant Hill Car will be outfitted in this proposal with cameraand DVR for access
from dispatch and other patrol vehicles.

Completion date — Pleasant Hill to be completed no later then 8 months after signing of contract.

Paint to Point Communications — aso included in this proposal will be a high speed wireless
communications from City Hall (100 Gregory to 330 Civic drive). Thiswill serve as a backup to
the primary T1 in place between these sites. If line of site is an obstacle vendor will provide
alternate solutions.

Coverage— Pleasant Hill’s goal isto cover the remainder of the City. Including indoor access.

Power recycling — periodically the devices need to be recycles for maintenance. The devices
need to have remote devices to recycle the power.
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Pleasant Hill —

Future — The system may in the future be put out to bid to a vendor for internet servicesto the
public.

Pleasant Hill will remain the owners of the system and priority set for public safety.
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1.1

Bid Process

The City of Pleasant Hill will conduct the selection of a Wireless WAN Data Communications System
Vendor and contract award in the following manner:

1)
2)

3)

4)
5)

6)

1.2.

This document will be distributed to all interested vendors.

A bidder's conference will be held to answer any questions arising from the RFP and give
vendors the opportunity to examine the facilities prior to their bid submittal.

The proposa s will be received and evaluated as described in this RFP. If necessary, a short list of
the most qualified vendorswill be compiled and these vendors asked to make oral presentations
to thejoint City of Pleasant Hill. The City of Pleasant Hill may also choose to conduct site visits
to vendor installations similar to the one proposed.

A vendor will be selected for contract negotiations.

At the conclusion of negotiations, a contract will be presented to the Council or approving
authority of each entity for review and approval.

Vendor may submit multiple bids for different wirel ess networks such as mesh or access points.

Schedule of Events

The following is the schedule of eventslisted in the order of occurrence, showing the major milestones
from issuance of the RFP to the contract award:

MILESTONE EVENT DATE

1 RFP Issuance 1 September 2006
2. Bidder's Conference 27 September 2006
3. Proposal Due Date 30 October 2006

4. Proposal Evaluation completed 17 November 2006
5. Contract Negotiation completed 30 November 2006
6. Contract signed 5 December 2006
7. Project begins 11 December

8. Implementation compl eted 30 August 2006

The City of Pleasant Hill reserves the right to change the schedul e of events as it deems necessary. In the
event of amajor date change, said City of Pleasant Hill will notify all known vendor participants. The
City of Pleasant Hill aso reserve the right to issue addenda to this RFP up to seven days before the bid
date as needed to clarify the City of Pleasant Hill’ desires or to make corrections. The Bidder will
acknowledge receipt of all addendain their proposals.
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1.3. Bidder’s Conference

All prospective vendors are required to attend the Bidder's Conference to be held 27" of September at
13:30 at 100 Gregory Lane (Council Chambers). City of Pleasant Hill will not be able to consider bids
from vendor’sthat did not attend the Bidder’s Conference.

At this conference, the City of Pleasant Hill will make a short presentation regarding the desired system
and then open the floor to Bidder questions. Please submit any questionsin writing at least 10 business
days prior to the conference date. An addendum to the RFP will be issued as soon as possible after the
conference answering all submitted questions and notifying vendors of any changes to the RFP.

Bidders will also be given the opportunity at thistime to tour the facilities to ascertain the suitability of
their proposed systems.

If additional information is required by the Bidder to further clarify the RFP requirements, written
questions will be accepted until 25" of October. All questions must be submitted in writing and sent to
the following address:

City of Pleasant Hill

James Ziegelman

Network Manager

100 Gregory Lane

Bus 925 671-5236

Fax 925 256-8190
itmanager @ci.pleasant-hill.ca.us
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1.4. City of Pleasant Hill Contact

The City of Pleasant Hill has designated James Ziegelman to be responsible for coordinating
communications between City of Pleasant Hill and potential contractors. He may be contacted at:
City of Pleasant Hill
100 Gregory Lane

Pleasant Hill, CA 94523
925 671-5236

1.5. Bid Submittal Instructions

Vendors are to submit 3 copies[1] original of their proposal on or before 17:00 on 30" of October 2006
to:
City of Pleasant Hill
ATTN: James Ziegelman
100 Gregory Lane
Pleasant Hill, CA 94523

All bids should be clearly marked "Proposal for Wireless (WiFi) Communications System PHASE 11"
for City of Pleasant Hill.

Bidder questions must be received by the date specified on the RFP.

It will be the sole responsibility of the vendor to have their bids delivered to the City of Pleasant Hill
before the closing hour and date. Late bids will not be considered and will be returned unopened to the
sender.

Bids having any erasures or corrections must be initialed in ink by the vendor. The proposal must contain
the signature of the duly authorized officer of the Bidder and must be signed in ink.

All bids must be valid for a period of 90 days following the bid opening hardware, software, installation,
training, and maintenance. Partial or incomplete proposals will be rejected.

All costsincurred by the vendor in preparing the proposal, or costs incurred in any other manner by the
vendor in responding to this proposa will be wholly the responsibility of the vendor. All materials and

documents submitted by the vendor in response to this specification become the property of the City of

Pleasant Hill and will not be returned to the vendor.

Any proprietary information contained in the proposal should be so indicated.

Pleasant Hill will notify winning Bidder of the Bid Award and will arrange a meeting with the bidder to
commence contract negotiations.
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2. General Conditions and Instructions to Proposers

2.1. Proposal Format

To enable the evaluation committee to fairly evaluate each bid, the Bidder will use the following proposal
format:

Cover Letter

A one-page cover letter, signed by an authorized representative of the Bidder, must be included in the
submittal. It must contain the name and address of the corporation or business submitting the proposal, as
well as the name, address, telephone number, and title of the person authorized to represent the Bidder.

Contents
1.  Executive Summary

The vendor will describe its approach to theinstallation of systems of this kind and identify any unique or
distinctive features of the system that the vendor wishes the eval uation committee to give particular
attention.

2. Responseto Termsand Conditions

The vendor will indicate its agreement to the specified terms and conditions addressed in this RFP,
identifying any exceptions taken. The vendor will also enclose a sample contract.

3. System Description

The vendor will provide a clear and complete description of the proposed system. The description will be
sufficient to enable the evaluation committee to determine that the proposal satisfies the RFP
requirements and meets the needs of City of Pleasant Hill. The description will describe how the system
meets the General System Requirements outlined in Section 3.2 of this RFP. The description may be
augmented by the inclusion of operations manuals, but it is the vendor's responsibility to provide the
required description in the body of the proposal.

4.  Compliancy Table
The vendor will complete the compliancy table included in Section 4 of this RFP.
5. Implementation Plan

As stated in Section 6 of this RFP, the vendor will present a schedule for implementation of the system.
The schedule will highlight important milestone dates with a description of what these tasks include.
Please include a Gantt chart depicting the project from start to final acceptance.

As part of the installation plan, the vendor will describe activities to be undertaken as part of the
installation. Of particular importance is the identification of activities and/or responsibilities that the
vendor would ascribe to the City of Pleasant Hill during, or as part of the installation.

6. Warranty/Maintenance

The vendor will include in this section a description of the proposed warranty and maintenance plans
available based on the requirements in Section 7 of this RFP.

7.  Training Plan

The vendor will describeits plan for training in the use of the proposed system as outlined in Section 8 of
this RFP.
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8.  Vendor Qualifications

The vendor will provide a brief description of its company and company history. The vendor will also
provide alist of past projects that the vendor believes qualifiesit to undertake the City of Pleasant Hill
project. The vendor must supply alist of references.

9.  PriceProposal
The vendor will use the forms provided in the RFP for this purpose.

2.2. Evaluation Criteria

2.2.1. Weighted Evaluation Factors

Proposalswill be evaluated by the following criteria:
Vendor Qualifications [30]%

System Suitability [50]%
Price [15]%
Schedule [05]%

It should be understood that these weighing factors are only approximations and that vendors must be
acceptablein all areasto be considered. The City of Pleasant Hill reserve the right to waive any
irregularities and technicalities and to request re-bids pertaining to their install. 1t isthe City of Pleasant
Hill intention to award the contract to the vendor that best serves the interests of said City of Pleasant
Hill.

2.2.2. Vendor Qualifications

The City of Pleasant Hill are requesting proposals from organizations that are qualified as system
contractors and are either the manufacturers and/or devel opers of the system offered or authorized agents
of such manufacturer or developer. Vendors with the following qualifications are encouraged to
participate in the RFP process and submit proposals:

o Demonstrated experience in the design, installation, and maintenance of, and training for the
proposed system.

o Ability for the hardware to be maintained by the user with no specia tools or expertise.
Maintenance plansthat allow the City of Pleasant Hill to accept some responsibility for
maintenance of hardware to lower on-going maintenance costs will be considered advantageous.

o Sufficient qualified and experienced engineering, design, installation and service personnel to
satisfy any engineering or service problem that may arise during theinstallation, warranty, and
mai ntenance periods.

o References showing previous implementations of proposed public safety systems.
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2.2.3. System Suitability
The vendor will be evaluated on the suitability of its system with respect to the following factors:

o Doesthe Wireless WAN Data Communications System meet all the functional and bandwidth
needs for the City of Pleasant Hill?

o Doesit provide asystem that will be easy to deploy and easy to use? Will it automatically adapt
to changing environmental conditions without manual intervention?

o Doesthe proposed communications network provide redundant coverage across the service area
without coverage gaps?

o Does the communications system offer high levels of reliability, fault tolerance? Does it self-heal
in case of failure? Isit standards compliant? Does the vendor offer industrial-grade equipment for
outdoor environments? Will it be easily expandable without replacement?

o  Will the system be user maintainable? Does the vendor offer tools for user administration and
management of the network?

The items above represent general evaluation topics. The technical evaluation will, of course, consider
each of these topicsin detail.

2.2.4. Price

Price evaluation will be based upon the vendor's base price and any proposed options that may be judged
by the City of Pleasant Hill to be necessary for a complete and working system that meets the intent of
this RFP.

Price consideration - The City of Pleasant Hill will showcase this system to other interested parties for the
vendor. (Negotiable on how many times ayear and length).

2.2.5.  Quality

All equipment or supplies provided in response to this RFP will be new, or if any component has been
remanufactured, it must be warranted by the manufacturer as new. The items must be the manufacturer's
latest model and represent the best of currently available technology.

2.2.6. Project Manager

The vendor will designate a project manager who will serve as the point of contact for the City of
Pleasant Hill is responsible for the system installation. The vendor's project manager will be named
immediately after contract signing. If for some reason any one of the public entities are dissatisfied with
the project manager, each reserves aright for another project manager to be assigned. Time frames on
implementation will be adjusted/reviewed if another manager is assigned.

2.2.7.  System Installation

The vendor will be responsible for complete and timely installation of all equipment. The vendor may
utilize the services of equipment suppliers or service agencies to do the physical installation, but this does
not relieve the vendor of any responsibility for the installation. The vendor's project manager will remain
the contact for any installation issues or problems.

This system will be aturn key system. Pleasant Hill will provide information necessary to link into
existing system. If any cost isincurred to linking to existing system, vendor is responsible for those costs.
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2.2.8. System Acceptance
System acceptance will occur in four phases:
e Proof of concept (partial install) Areawill be given out in bidders conference
o Hardware Certification
o Network Certification
e Fina System Acceptance

After installing the system hardware and performing appropriate diagnostic tests, the contractor will
certify that hardware is functioning correctly. The City of Pleasant Hill may request specific
demonstrations of the hardware readiness.

Upon completion of field installation of the network and training of mentioned City of Pleasant Hill, the
vendor will certify that the network is ready for acceptance. The vendor will be required to demonstrate
all system functions to each of the City of Pleasant Hill” satisfaction. Any problems found during this
demonstration will be immediately corrected by the contractor after which time the City of Pleasant Hill
will verify that corrections have been made and accept the system.

The vendor will then perform final system testing. Upon completion of the final system testing, the
contractor will certify that the network has passed the final system test criteria. Final system test criteria
include:

e End-to-end throughput testing within the coverage area
o Verification of security and VPN filtering functionality
o Two monthsreliability test

e Vdlidation of link and network fail-over mechanisms

After final system acceptance the City of Pleasant Hill will release final payment pertaining to their
install.

2.2.9. Extra Work

No claims for extrawork will be allowed, unless they have been previoudy agreed to and ordered by the
City of Pleasant Hill in awritten change order.

2.2.10. Payment Terms
Terms for payment of the contract amount will be as follows:

o Payment of Proof of Concept (after tested and verified of functionality) areato be given out in
bidders conference.

o 100% upon fina system acceptance of the rest of the system.

2.2.11. Termination Provisions

In the event that any of the materia provisions of the contract are violated by the vendor or by any of its
subcontractors, the City of Pleasant Hill may, at its discretion, serve written notice to the vendor and the
surety of itsintention to terminate the contract. Such notice will contain the reason for termination. The
vendor will then have 30 calendar days to either correct the violation or to make arrangement for
correction to be made to meet the satisfaction of the City of Pleasant Hill. If no arrangement is reached
within the 30-day period, the contract will be declared terminated.
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2.2.12. Demonstrations

The City of Pleasant Hill may require on-site demonstrations of the proposed system. All demonstrations
conducted onsite will be the responsibility of the Bidder. The City of Pleasant Hill may also require visits
to existing Bidder installations, the City of Pleasant Hill will be responsible for travel accommaodation
expenses for their personnel.

2.2.13. Prime Contractor

In the event multiple vendors submit ajoint proposal in response to this RFP, a single vendor will be
identified as the prime contractor. Prime contractor responsibilities will include performance of contract
administration and management. The prime contractor will be directly responsible for the performance of
all its subcontractors.

2.2.14. Equal Employment Opportunity

The vendor will not discriminate against any employee or applicant for employment because of race,
color, religion, sex, or national origin. The vendor will take affirmative action to ensure that applicants are
employed, and that employees are treated during employment without regard to their race, color, religion,
sex, or national origin.

Such action will include, but not be limited to, the following: employment, upgrading, demotion, or
transfer; recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of
compensation; and selection for training, including apprenticeship. The contractor agreesto post in
conspi cuous places available to employees and applicants for employment, notices setting forth the
provisions of this nondiscrimination clause.

The vendor will, in all solicitations or advertisements for employees placed by or on behalf of the vendor,
state that al qualified applicants will receive consideration for employment without regard to race, color,
religion, sex, or national origin.

2.2.15. Copyright and Patent Rights

The vendor warrants that there are no existing claims of violation and vendor has no knowledge of any
potential claims of violation of copyrights or patent rights in products being proposed in this bid as of the
date of bid submittal. City of Pleasant Hill expect indemnification by the vendor of any claim or action
brought against City of Pleasant based upon a claim that the software or hardware provided by the vendor
violated any copyright or patent rights.

2.2.16. Taxes
Contra Costa County — The tax rate is 8.25%.

2.2.17. Insurance

Within ten (10) days of contract signing, the contractor will furnish to the City of Pleasant Hill a
certificate of general liability and product liability insurance. These policieswill remain in effect through
final system acceptance.

2.2.18. Hold Harmless

The Vendor will defend, indemnify and hold the City of Pleasant Hill, its officers, agents, engineers,
and/or employees harmless from all claims of damage due to Vendor's/Contractor's negligent acts or
omissionsrelated to Contractor's performance of the work.

2.2.19. Penalties

If time frames are not met by fault of vendor/contractor chosen, a 10% penalty fee will be invoked and
subtracted out of payment. 10 % monthly after until completion of project.

10
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3. General System Requirements

3.1.
3.1.1.

Background and System Details

Existing Communications Infrastructure
Pleasant Hill -
The number of mobile unitsin use a one time is approximately 20 units, at thistime period.

The City of Pleasant Hill has two existing transmitter sites(V ocie) with severa repeaters (listed in
section 3.1.4) which encompass the city of existing radio communications.

Currently a T1 point to point exist between the City Hall complex and the Police Department.

The RMS System that the Police usesis DATA911 which will be accessed over the wireless
WAN.

The current wireless data network is 802.11B/G and County data system. Police vehicles are
using Radiol P software switching between the county data network and WiFi.

Vehicles are equipped with Cisco Aironet 350 client cards for WiFi.

Phase | RFP which is nearing completion included coverage below:
Police Department (Civic Drive)
City Hall (Gregory Lane)
Downtown (Cresent)
Kohls/Monument Blvd (Parking lot in front of Kohls is covered)
Target Store (North end of city)
Geary Rd (Consolidated Fire Engine 2)
Contra Costa Blvd/Beth Dr (Ace Hardware)
Morello Center/Apollo (Hope Center)
Diablo Valley College (Golf Course Rd)
Wildcroft/Alhambra
Best Buy
Contra Costa/Taylor Blvd
Costa Costa/Astrid ((Navlet’s)
Monument/Contra Costa to Gregory and downtown area. Contra Costa Blvd, between
Doray and Taylor, PD, Golf Club/Camelback area, Kmart/Target.

Contra Costa Blvd in Pleasant Hill is also covered.

11
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3.1.2.

Mobile Computer Terminal (MCT) Inventory

Pleasant Hill - Mobile Computer Terminals (MCTs) are installed in 20 of the patrol vehicles. The MCTs
access an in house Computer Aided Dispatch (CAD), Records Management System (RMS), DMV,
Contra Costa County Sheriff Department Law and Justice System and Department of Justice when
docked in the vehicles. Below is a breakdown of MCT inventory:

Model . Radio brand . .
Manufacturer Number Quantity and transmit power Software Configuration
Data91l  |M500/700 20 e radio 19200 |yindows 2000 Pro — Data911 MX/RX
3.1.3.  Existing Network Infrastructure

Pleasant Hill -

The Police Department has an assigned |P addresses scheme and City Hall hasa DHCP
Server servicing City Hall and assigned |P addresses at the Corporation Y ard.

All sites are 10/100 Ethernet to the workstations with Cat 5 wiring.

The current internet provider is Sprint bonded (TWO FULL T1) with the point of entry at
City Hall servicing the Police Department, Corporation Y ard and a customer (Park and Recs).

Between the Police Station and City Hall there is an existing point to point T1. Between the
Police Department and the Corporation Y ard multimode fiber is connected viaa Layer 3
Switch. The switch at the Corporation Y ard has a Cat 5 cable connecting the next building
withaVLAN (Park and Recs).

Threefirewalls arein place Pix 515 at City hall and aPix 515 at the Police Department. Park
and Recs has a Pix 501 (Internet Connection only).

Radiol P server hosted at the county is used to control communications to the Police Units.

Vivato panelsareinstalled in Concord, Walnut Creek and Martinez facing Pleasant Hill and n
Pleasant Hill. Vivato Ap’sare used to enhance signal.

Trango Units are used to communicate WiFi to PD and CityHall and used as the backbone.
Cisco Switches are configured for VLAN operations.
Cisco Clients are Aironet 350 using dual antennae’s thru amp (802.11b).

12
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3.1.4.

Pleasant Hill —

Mounting and Backhaul Locations

City Owned Facilities

Signal Lights & Street Lights

Repeater Sites Not

City Owned

330 Civic Drive

PD Existing Mast (14.4
Meters)

CLEAVELAND @ GREGORY

Water Tower at
Wildcroft, Martinez

100 Gregory Lane CONTRA COSTABLVD @ Consolidate File,

(City Hall) WOODSWORTH Geary Rd, PH

310 Civic Drive CONTRA COSTA BLVD @ 2300 Contra Costa
ELLINWOOD Blvd

Corporation Y ard

160 Crecent Drive
Parking Garage

Downtown 3-Story
Structure

CONTRA COSTA BLVD @ VIKING

CONTRA COSTA BLVD @ VIKING

CONTRA COSTABLVD @
TAYLOR/WILLOW PASS

TAYLOR BLVD @ MORELLO

TAYLOR BLVD @ NORSE/LUCILLE

TAYLOR BLVD @ RUTH

OLD QUARRY @ GOLF CLUB

ContraCostaBlvd @ BETH/DORAY

TAYLOR BLVD @ APOLLO

GREGORY @ MOISO

OAK PARK/COGGINS @ BUSKIRK

P. HILL RD @ DEVON

P. HILL RD @ WESTOVER/STRAND

GEARY @ P. H.RD

OAK PARK @ PATTERSON

OAK PARK @ P. VALLEY

CONTRA COSTA BLVD @ GOLF
CcLuB

13
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CONTRA COSTA BLVD @
CRESCENT

CONTRA COSTA BLVD @
CRESCENT/MONUMENT

CONTRA COSTA BLVD @ BOYD

CONTRA COSTA BLVD @ OAK
PARK

CONTRA COSTA BLVD /N. MAIN @
OAK PARK

OAK PARK @ MONTICELLO

GEARY @ PUTNAM

P. HILL RD. @ GREGORY/GRAYSON

P. HILL RD @ TAYLOR

P. HIL RD @ VIRGINIA HILLS

P. HILL RD @ BLUE RIDGE

TAYLOR BLVD @ GRAYSON

OLD QUARRY @ CHILPANCINGO

MONUMENT @ RAMONA/BUSKIRK

BUSKIRK @ LAMKIN

CLEAVELAND @ BOYD

GREGORY @ HELEN

CRESCENT DR @ CRESCENT PLAZA

CLEAVELAND @ CRESCENT PLAZA

CONTRA COSTA BLVD @ ASTRID

CONTRA COSTA BLVD @ VIVIAN

Street Light Paso Nogal Ct
#2002,2003,2000,2001

Street Light Cartsen Rd #1974,1975

Street Light Old Rogers Ranch Ct #
1982,1983,1984

Street Light Valley High
#2040,2041,2042,2043,2044

Street Light Garden View Ln
#2039.2038

Other locations will be explained at the Bidders Conference.

14
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3.2. General System Requirements

Pleasant Hill —

The system must be scalable. The system must have ability to be monitored for errors, signa 1oss,
throughput and ability to download software to devices recommended by the contractor. These are
considered to be minimal requirements; vendors are encouraged to identify areas in which their proposal
exceeds the requirements.

Applications that will be tested over the network are video/audio streaming, Microsoft Office suite
accessing files on severa centralized servers. Assessing and responding to E-mail using Outlook as the
client and Microsoft Exchange as the Mail Server. In house Computer Aided Dispatch, Records
Management System (RMS), DMV, Contra Costa County Sheriff Department Law and Justice System
and the Department of Justice.

For purposes of these requirements, it is assumed that local coverage for the Wireless Network System
will be provided by Wi-Fi Cells (outdoor 802.11 compliant radio equipment, including antennae and any
other required equipment). Wi-Fi Cells provide signal coverage to alocal areafor the Wireless Network.

System must be capable of 10 VLANS with room for growth. Systemis primarily used outdoor but later
may used for indoor accessin the future. System must have QOS. Current system does not have QOS
implemented. Entire system must have QOS stressing public safety is priority.

System must be completed 8 months after signing of contract.
Other type of networkswill be considered, such as traditional access points, radio ip, etc.
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3.2.1. System Parameters
The system shall be fully interoperable with standard IEEE 802.11 (Wi-Fi) networking devices.

As an MCT roams through the system, the system shall automatically provide handoff from one Wi-Fi
cell to the next, ensuring that it will always select a high quality signal.

If another type of network is proposed, guarantees must be provided for such as traditional access points
hand offs of signal roaming through the system.

3.2.2. System Capacity and Scalability

The wireless system shall be scalable over entire geographic area (area of service). It shall offer fully-
redundant coverage over 90% of the proposed service area, anywhere that a car can navigate on the
streets. The vendor shall make clear how the system provides an expansion path for potential expansion
of the area of service.

The system shall provide high bandwidth capacity to handle multiple applications. These applications
would include [application to write, submit, and print reports while in the field; viewing mug shots,
streaming video, access to records management system, ability to access the Web and e-mail, other
portable computing applications].

The vendor shall describe what is required to expand capacity beyond the proposed solution.

3.2.3. Reliability and Fault-tolerance

The system shall offer high levels of reliability and deliver 99.99% network uptime within the coverage
area. It shall provide automatic fail-over protection at multiple levels, including at the wireless link and
the connection to the wired network.

The system as proposed must provide protection against local environmental disrupters and resiliency for
interference. This protection must operate automatically and not require manua intervention.

3.2.4. Network Topology

Vendor shall specify the network topology of the proposed system. Identify the number of Wi-Fi cells or
other devices, mounting options and backhaul connection points.

3.2.5. Hardware

The Wi-Fi cell and related equipment shall support multiple power configurations. It shall offer easy and
straightforward mounting. The hardware shall be industrial-grade and designed for outdoor environments.

3.2.6. Network management

The system shall offer an application for centralized management control. The application shall be fully
compliant with the Simple Network Management Protocol (SNMP) network management standard. The
vendor shall specify how such application provides central management and control over the network.
The vendor shall aso describe the system monitoring, ogging, troubleshooting, and diagnostics
capabilities.
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3.2.7.  Security

The system shall offer the highest level of security at multiple layers utilizing proven, industry-standard
security technologies. The vendor shall describe the operation of each security layer, as well as the
encryption scheme(s) used. Must pass and be approved by the California Law Enforcement
Telecommunications System (CLETS) needed by PD from the State of California Department of Justice.
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4. Wi-Fi WAN Communications System Compliancy Table

This section of the RFP contains alist of the general requirements for the Wireless WAN Data
Communications System. While Section 3, General System Requirements, will provide the City of
Pleasant Hill with an in-depth narrative description of the vendor's proposed system, this compliance table
will further facilitate above mentioned City of Pleasant Hill in the overall evaluation of each vendor's
proposal.

Please use the attached forms or exact facsimile in responding to the requirements and questions
regarding functions, features, and reporting capabilities in this section of the RFP. The codes defined
below must be used in the “Responses” column.

If your response fallsin Category M or F, where an additional fee is necessary, this additional fee must be
guoted in the Comments column of the matrix with a note; "Additional Fee" and must be added into the
Cost Summary. Y ou must also include these in the appropriate cost detail section of your proposal under
a separate heading marked, "Additional Fees'.

Response Category
E Requirements will be met by vendor’s existing software/hardware.
M Requirement will be met by the projected install ation date through
proposed modifications to existing software/hardware.
F Requirement will not be met by the projected installation date but will be

met by a planned, future version release.
If question asked put in response or comments.
X Requirement cannot be provided.

City of Pleasant Hill strongly recommends the vendor respond to each application. An omitted response
will be scored the same as aresponse code of X (requirement cannot be provided).
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Requirement

Response

Comments

4.1.1. System Requirements

The wireless network shall provide the ability for
MCT's to connect to the existing City of Pleasant Hill
wired network, with all capabilities of awired
connection

The wireless network shall permit the MCT to roam
across the entire area of coverage without requiring
manual switching or changing of MCT configuration.

The network will be fully interoperable with avariety
of standard 802.11(X) networking devices. It will not
require purchase of client radios from a single vendor.

The system shall offer asimple expansion path for
extending area of service

The system shall offer repeater capabilities to enable
large geographic coverage. The network shall offer the
capability to extend repeater links in excess of five (5)
hops.

The repeater architecture shall offer real-time
adjustment of optimum paths

The repeaters shall select paths to optimize throughput
to the MCT

The system shall seamlessly accommodate addition of
additional wired backhaul capacity without requiring
re-configuration of units

The system must use industry standard interface
standards.

4.1.2.  Wi-Fi Cell Requirements
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Vendor to supply and install all portions of the Wi-Fi
cells, including, but not limited to: hardware, software,
antennas, cabling, jJumpers, combiners, multicouplers,
lightning arrestors, power connections and RF
monitoring equipment.

Provide temperature range that the egquipment will
maintain operational .

The equipment shall meet or exceed all applicable
FCC requirements and fully comply with IEEE/ANSI
standards as they apply to measurement of
specifications

Lightning protection to be provided on all antenna
systems.

Antenna systems to be grounded per NEC and EIA
standards.

The enclosures shall conform to the NEMA 4x
weather tight standards

At awind speed is your equipment rated?

The equipment shall be UL/cUL certified for outdoor
installation

If equipment isto mounted on pole, what is the weight
of equipment?

The equipment shall comply with MIL-STD-810F
509.4 for salt fog rust resistance

The equipment shall offer avariety of power input
connectors, including ability to tap street light NEMA
photo-el ectric control, secondary power and power
over Ethernet.

The equipment shall offer antenna protection and
electrical protection

Software and firmware in each unit can be upgraded
remotely

Each unit shall be simple to deploy with auto-
discovery and auto-configuration to ease configuration
requirements
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For equipment that is to be pole mounted, each unit
shall provide a pole mount attachment separate from
the unit itself such that the pole mount attachment can
be mounted to the pole without the unit being attached
and such that the unit can be removed from the pole
mount attachment without the attachment being
removed from the pole

If using Power over Ethernet (POE) isit standards
based?

4.1.3. Reliability and Fault
Tolerance Requirements

System reliability and fault tolerance shall be major
objectivesin the design of the system.

The system shall self-heal in the event of unit failure
or wireless link degradation. This capability shall not
require manual intervention.

Units must be able to recover automatically from any
loss of power.

The system as proposed must provide protection
against local environmental disrupters and resiliency
for interference.This protection must operate
automatically and not require manual intervention.

The system shall provide automatic fail-over
protection at multiple levels, including at the wireless
link and the connection to the wired network.

The system shall deliver 99.99% uptime within the
coverage area.

4.1.4. Coverage, Capacity and
Performance Requirements

The system shall offer 1+ Mbps of throughput to the
MCT.

Will the system cover residential in Pleasant Hill
penetrating homesfor internal use (if not explain in
separ ate attachment labeled (cover age of
residential) needed devicesto cover this.

How many concurrent users per device and overall
system does your support?

Proposer isresponsible for predicting radio coverage
performance using industry standard survey and test
equipment.

Proposer isresponsible for validating that the actual
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system matches the predicted coverage performance.

Proposer isresponsible for identifying the location and
configuration of equipment.

4.1.5. Security Requirements

The proposed system has the ability to remove active
users from the system and then block that user’s access
to the system.

Ability to restrict network access based on MAC
addresses.

The system shall encrypt any control algorithms or
protocols using strong encryption such as AES

The system shall filter user traffic based on VPN
authentication

The system shall eliminate denial of service attacks by
prohibiting IP access to unauthorized users

The system should include advanced means to protect
itself against compromise if an attacker gains physical
access to the system such as using high-grade
encryption to protect data storage areas from
compromise.

Automated system for managing network access
parameters (such as MAC addresses or network
logins) across the network.
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4.1.6. Network Management
Requirements

The vendor shall provide an network management
application for monitoring and administration of the
wireless network

The network management application shall be
compliant with industry standard Simple Network
Management Protocol (SNMP) at its northbound
interface

The network management tool shall enable site and
security configuration

The network management application shall enable
batch configuration and remote storage of
configuration profiles

The network management application shall offer a
real-time display of network status and connectivity in

agraphical display

The network management application shall report
network statistics with minimal delay, including link
quality and throughput

The network management application shall offer a
system event log and alarm management

The network management application shall offer
performance analysis reports

The network management application shall assist in
root cause analysis

The network management system shall allow for up to
10 simultaneous users

The network management system shall store
performance statistics and event logsin a user-
exportable format (such as arelational database)

The network management system shall allow the user
to create their own performance analysis reports

The network management system shall have on-line
help

The network management system shall provide the
ability to download software to WLAN equipment
deployed in the field, both individualy and in bulk

The network management system shall provide the
capability for scheduled downloading of software and
configuration changes

The network management system must provide the
capability to pre-load WLAN devices with software
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and configuration before they arein the fields

The network management system must be ableto
discover, load and bring into the network new devices
that are installed in the field upon receipt of their IP
address

All over-the-air network management traffic shall be
over secure links

The network management system must run on off the
shelf Windows based hardware

The network management system must be able to
manage 500 WLAN devices on asingle Windows
based server

Does the devices support ICMP?

4.17 MAINTENANCE

Sincethisis network is Primary for

Public Safety and must be operational 24X7 explain the
procedures and your response time for equipment
failure/downed equipment.
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5. Proposed Hardware/Software Platforms

5.1.1. Overview

This project is intended to cover the rest of Pleasant Hill enhancing the existing WiFi (Vivato) equipment
currently inuse.  All cost associated to this project must be included in this project including linking to
exigting system. Project is primarily used for Public Safety but may in the future be used asinternet
accessto the public. QOSis needed for this project for existing equipment as well as proposed. Project
includes Point to Point communication between PD and City Hall and existing T1 will be used as backup.
Project also includes outfitting one car with Video and DVR for access by dispatch or other WiFi
equipped vehicles (Securely).  System must be completed 8 months after signing of contract.

5.1.2.  Wi-Fi Cell Component List

Please provide a detail ed description of the hardware and software components used in each Wi-Fi
Cell/Bridge/Repeater.

Component Model and Manufacturer Description Qty
Part # Name & Address

Please make sure that all cost totals are also included on the Price Proposal.

5.1.3.  Existing MCT Client Station Retrofit Component List

Please provide a detail ed description of the hardware and software components used to retrofit existing
MCT’stointerface to this wireless network, including any equipment for the automobile.

Component Model and Manufacturer Description Qty
Part # Name & Address

Please make sure that all cost totals are also included on the Price Proposal.
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5.1.4. Interconnect Component List

Please provide a detail ed description of the hardware and software components used to connect the
wireless network to the City wired network, including any firewalls or access servers necessary to run the

wireless network.

Component Model and Manufacturer Description Qty
Part # Name & Address

Please make sure that all cost totals are also included on the Price Proposal.

5.1.5. Miscellaneous Component List

Please provide a detailed description of the hardware and software components necessary for operation of
the wireless network that are not already described. This might include diagnostic and troubleshooting
equipment.

Component Model and Manufacturer Description Qty
Part # Name & Address

Please make sure that all cost totals are also included on the Price Proposal.
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6. Projected Implementation

The vendor will provide a project implementation plan with appropriate Gantt charts or similar
representations of the milestones and timing of each implementation according to their install.

The project duration anticipated for thisinstallation is 8 months from contract signing to system
acceptance. If the vendor’s proposed schedule should exceed (or fall shorter than) this duration, please
include an explanation of the variance. The schedule will highlight important milestone dates with
adequate description of what these tasks include. Please include a Gantt chart depicting the installation
from project start through final acceptance.

As part of the installation plan, the vendor will describe activities to be undertaken as part of the
installation. Of particular importanceis the identification of activities and/or responsibilities that the
vendor would ascribe to the City of Pleasant Hill during, or as part of the installation. Elements of the
project plan should include:

o Network Architecture Design. The Network Architecture Design is a document that describes the
wireless network architecture and how the various components work together. This document
should be adirect result of the responses to this RFP and will be included with the RFP response.

e Site Survey. A Formal Site Survey will be conducted to identify issues and options for
establishing connectivity throughout the coverage area.

o Detailed Network Design. As aresult of the Site Survey, a Detailed Network Design in Visio will
be devel oped that identifies all of the components of the wireless network.

o Installation Plan. Theinstallation plan will include a statement of work and equipment list for
each location.

o Deployment. Please clarify the proposed timeline for your deployment efforts.
e Explain the procedure for the final acceptance of the new system by City of Pleasant Hill.
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7. Warranty/Maintenance Requirements

The vendor will indicate the warranty period for both system hardware and software components. The
vendor will aso describe the different maintenance/support plans available after the warranty period.
Sincethis systemis primarily used for Public Safety up-timeis essential. Four hour turn around is
required. Please provide cost details on included and extended warranty/maintenance plans. Ensure that
all appropriate costs are included in the Price Proposal. Maintenancefor first year must beincluded in
thisbid and does not start until final acceptance and completion of contract.
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8. Training Requirements

The vendor will provide atraining plan identifying the minimum number of training hours that will be
provided as a part of the base package. The plan will identify the actual training hours and describe the
size and assumed skill levels of each group. The courses should indicate whether the location will be on-
site and off-site training. The vendor will provide cost information for additional training that is available.

Please make sure that all cost totals are also included on the Price Proposal.
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9. Documentation

During Implementation, the vendor will provide afull set of documentation required to operate and
maintain the proposed system including hardware, software, computer operations, and training and
operations users and reference guides. The vendor will provide one electronic and paper master copy
from which they may make in-house copies. Graphica representation of equipment and network structure
isto be provided on aVisio format. Electronic copy must be in one continuous document and separate

visio document.
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10. Price Proposal

The following should be provided so that afair evaluation of the system proposed can be accomplished:
o  Wireless Equipment Price (initial and monthly/perpetual)

Interconnect Component Price
Other/Miscellaneous Hardware
Installation and Integration Price
Warranty/Maintenance Price
Training Price

The vendor should supply acomplete list of al components.

DESCRIPTION

PRICE

Wireless Equipment

8

Interconnect Hardware

Other/Miscellaneous Hardware

Installation and Integration

Training

Subtotal

Grand Total

8 18|88 |88 |8

MAINTANANCE SUMMARY

Monthly Fee

Annual Fee

Maintenance
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PRICE DETAIL

WIRELESS EQUIPMENT INCLUDES:

QTY DESCRIPTION Price/Unit Subtotal Total Price
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
Wireless Equipment Subtotal $0 $0 $0
INTERCONNECT HARDWARE INCLUDES:
QTY DESCRIPTION Price/Unit Subtotal Total Price
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
I nter connect Har dwar e Subtotal $0 $0 $0
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PRICE DETAIL
PRICE DETAIL

OTHER MISCELLANEOUSHARDWARE INCLUDES:

QTY DESCRIPTION Price/Unit Subtotal Total Price
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
Other Miscellaneous Hardwar e Subtotal $0 $0 $0
INSTALLATION AND INTEGRATION INCLUDES:
QTY DESCRIPTION Price/Unit Subtotal Total Price
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
Installation and I ntegration Subtotal $0 $0 $0
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PRICE DETAIL

TRAINING INCLUDES:

QTY DESCRIPTION Price/Unit Subtotal Total Price
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0
$0 $0 $0

Training Subtotal $0 $0 $0

MAINTENANCE Per Month Per Year

Wireless Equipment Maintenance $0 $0

Interconnect Hardware Maintenance $0 $0

Other/Miscellaneous Hardware Maintenance $0 $0

Note — Pleasant Hill has a budget assigned in the Capital Improvement Fund for this project.
Pleasant Hill requires vendors who work in Pleasant Hill to have a City Business License.
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11. Sample Contract that will be used.

AGREEMENT FOR COMPUTER SOFTWARE, EQUIPMENT AND
SERVICES

This Agreement is made and entered into as of the __ day of ,
2005, by and between the City of Pleasant Hill ("City") and
(“Supplier”).

RECITALS
A. The City desires [describe project]

B. Supplier is specially trained, experienced and competent to perform
the special services which will be required by this Agreement; and

C. Supplier possesses the skill, experience, ability, background,
certification and knowledge to provide services described in this Agreement on the
terms and conditions described herein.

AGREEMENT

1. Scope of Agreement. The Supplier shall supply the equipment and perform
the services described in Exhibit A attached hereto and incorporated herein by
reference (“Project”). Supplier shall provide said equipment and services at the
time, place, and in the manner specified in Exhibit A, subject to the direction of the
City through its staff that it may provide from time to time.

2. Responsibilities of City. The Network Manager, or her/his assignee (“City
Representative”) shall represent the City in all matters pertaining to the services
rendered pursuant to this Agreement and shall administer said Agreement on behalf
of the City. This person shall hereinafter be referred to as the "City Representative".
The City shall provide suitable hardware and an operating system that meets or
exceeds the recommended guidelines for this installation.

3. Time of Performance. The services of Supplier are to commence upon
execution of this Agreement and shall continue until all authorized work is
approved by the City. All such work shall be completed no later than two_ months
after signing of contract.
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4. Compensation. Compensation to be paid to Supplier shall be in accordance
with the Time Schedule and Payment Dates set forth in Exhibit B, which is
attached hereto and incorporated herein by reference. In no event shall Supplier's
compensation exceed $ without additional authorization from the City.
Payment by City under this Agreement shall not be deemed a waiver of defects,
even if such defects were known to the City at the time of payment.

5. Method of Payment. Supplier shall submit monthly billings to City
describing the work performed and the milestones achieved during the preceding
month. Supplier's bills shall include a brief description of the services performed,
the date the services were performed and an itemized listing of the equipment
delivered.

City shall pay Supplier no later than 30 days after approval of the invoice by City
staff. When payments made by City equal 90% of the maximum fee provided for in
this Agreement, no further payments shall be made until the final work under this
Agreement has been accepted by City.

6. Ownership of Documents. All plans, studies, documents and other writings
delivered to the City by Supplier in the course of implementing this Agreement,
except working notes and internal documents, shall become the property of the City
upon payment to Supplier for such work, and the City shall have the sole right to
use such materials in its discretion without further compensation to Supplier or to
any other party. Documentation will be provided by the Supplier to the City in
Microsoft Word format both electronically and hard copy. Diagrams will be
provided by Supplier to the City in Visio Format both electronically and hard copy.
Supplier shall, at Supplier's expense, provide such reports, plans, studies,
documents and other writings to City upon written request.

7. Maintenance. Maintenance of one year will be included for software in
purchase price. Maintenance will commence after final sign off by the City as
prescribed on Exhibit B and paragraph 9 below. Copy of proposed maintenance
plan for following years is attached as Exhibit C.

8. Project Manager. A Project Manager shall be named by Supplier in the Scope
of Agreement (Exhibit A). The City reserves the right to request that the Supplier
dismiss and assign another Project Manager if timelines/deadlines as set forth on
Exhibit B are missed due to no fault of the City.
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Operational Performance Testing. Operational performance testing

is defined as 30 consecutive days of “non-fatal” application failures

from when training is completed and the City starts using the software

in a production environment.

A. Final Acceptance. Final Acceptance of installation shall be upon the

occurrence of all the following:

1.

o

Delivery to the City of all software and professional services required
to meet the City’s implementation requirements described in Exhibit
A.

Delivery to the City of written software manuals described in Exhibit
A.

Configuration and installation of the current version of the Project
software as described in Exhibit A.

The City’s determination that the software performs in the same
manner and with the same functions as the software previously
demonstrated. The software should generate a sampling of standard
reports.

Demonstration of successful operation of the Project.

Issuance of a Certificate of Compliance for all installed items by
supplier.

A final testing of the system including a functional test
demonstrating that each and every part of the system functions as
specified.

When the tasks outlined in Exhibit A are complete and signed off
by both parties, the City Representative shall visually verify that
Supplier completed all work in an acceptable manner. The City
Representative shall prepare a “punch list” listing any items that
need to be completed, corrected, or redone for the Project to pass
inspection. When notified by Supplier that all punch list items have
been completed, the City Representative can schedule the final
inspection. At the final inspection, the City Representative shall
visually verify that Supplier has acceptably completed all required
work.

Upon acceptance of the Project completion by the City
Representative, a written notification of final acceptance shall be
sent to Supplier, relieving Supplier from further work under this
Agreement.
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B. Problems.

1. During operational performance testing (OPT), the City shall make a
written record of any problems encountered, with appropriate
supporting descriptions to facilitate diagnosis and correction. If no
problems are encountered within the OPT 30 consecutive day period,
the City shall immediately certify that the system has passed the
operational testing phase and the software modules are deemed to be
accepted.

2. If any problems are encountered, the City and Supplier shall attempt
in good faith to reach agreement on whether the problems either
prevent the City from commencing product operations with the
Project or would substantially inhibit the City’s use of the system if
such problem or defect were to remain uncorrected.

3. If agreement is reached that the problems either prevent the City
from commencing system operations or would substantially inhibit
the City’s use of the product if production operations were
commenced, or if the City and Supplier are unable to agree, Supplier
shall provide to the City a written statement that the problems shall
be corrected by a stated date acceptable to the City, and the City shall
certify that the system has passed the operational testing phase and
shall communicate the results of its verification to Supplier.

10. Independent Contractor. It is understood that Supplier, in the performance
of the work and services agreed to be performed, shall act as and be an independent
contractor and shall not act as an agent or employee of the City. Supplier shall
obtain no rights to retirement benefits or other benefits which accrue to City's
employees, and Supplier hereby expressly waives any claim it may have to any such
rights.
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11. Interest of Supplier. Supplier (including principals, associates and
professional employees) covenants and represents that it does not now have any
Investment or interest in real property and shall not acquire any interest, direct or
indirect, in the area covered by this Agreement or any other source of income,
interest in real property or investment which would be affected in any manner or
degree by the performance of Supplier's services hereunder. Supplier further
covenants and represents that in the performance of its duties hereunder no person
having any such interest shall perform any services under this Agreement.

Supplier is not a designated employee within the meaning of the Political
Reform Act because Supplier:

a. Will conduct research and arrive at conclusions with respect to his/her
rendition of information, advice, recommendation or counsel independent of
the control and direction of the City or of any City official, other than normal
agreement monitoring; and

b. Possesses no authority with respect to any City decision beyond
rendition of information, advice, recommendation or counsel. (FPPC Reg.
18700(a)(2).)

12.  Professional Ability of Supplier. City has relied upon the professional
training and ability of Supplier to perform the services hereunder as a material
inducement to enter into this Agreement. The primary provider of the services
called for by this Agreement shall be . This provider shall not
be replaced without the written consent of the City. All work performed by Supplier
under this Agreement shall be in accordance with applicable legal requirements and
shall meet the standard of quality ordinarily to be expected of competent
professionals in Supplier's field of expertise.

13. Indemnity. Supplier agrees to defend, indemnify and hold harmless the City,
its officers, agents, employees and volunteers from and against any and all claims,
demands, actions, losses, damages, injuries, and liability, direct or indirect
(including any and all related costs and expenses in connection therein), arising out
of the performance of this Agreement, except for any such claim arising out of the
sole negligence or willful misconduct of the City, its officers, agents, employees or
volunteers.
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14. Patent and Copyright Warranty and Indemnity. Supplier hereby warrants
that its software, hardware and associated systems or products do not violate or
infringe upon any patent, trademark, copyright, service mark, trade secret, mask
work or other intellectual property right or proprietary right of any third party.
Supplier agrees to defend, at its expense, any suits against the City based upon a
claim that any of its software or hardware directly infringes a patent or copyright
and to pay costs and damages finally awarded in any such suit, provided that
Supplier is notified promptly in writing of the suit and, at Supplier’s request and at
its expense, is given full control of the suit and all requested assistance for defense
of the suit. This indemnity does not extend to any suit based upon any infringement
or alleged infringement of copyright by the combination of any item of Supplier
software or hardware and other elements added by the City nor does it extend to
any product(s) of City’s design or formula. The foregoing states the entire liability of
Supplier for patent or copyright infringement related to the Supplier software or
hardware or associated systems.

15.  Warranty Disclaimer. Supplier represents and warrants that Supplier shall,
on the date of transfer to the City, have title to and the right to sell the software,
hardware and associated systems or products delivered to the City. Any warranty
issued by the manufacturer of products shall be solely that of the manufacturer and
not of Supplier. Supplier hereby assigns to City, as of the date that title passes to
City for such product, all of the manufacturer’s or vendor’s warranties, express or
implied, if any and if assignable, with respect to the software, hardware and
associated systems or products. Supplier hereby authorizes City to make or settle
any claims under such warranties directly with any such manufacturer or vendor.
EXCEPT FOR THIS EXPRESS WARRANTY, SUPPLIER DISCLAIMS ALL
WARRANTIES ON PRODUCTS (INCLUDING SOFTWARE), EXPRESS, IMPLIED
OR STATUTORY, INCLUDING BUT NOT LIMITED TO ANY WARRANTY OF
MERCHANTABILITY, NONINFRINGEMENT, OR FITNESS FOR A
PARTICULAR PURPOSE. THE EXPRESS WARRANTIES IN THIS
AGREEMENT ARE IN LIEU OF ALL OBLIGATIONS OR LIABILITIES ON THE
PART OF SUPPLIER ARISING OUT OF OR IN CONNECTION WITH THE
PERFORMANCE OF THE PRODUCT. THE FOREGOING WARRANTIES
EXTEND ONLY TO THE CITY OF PLEASANT HILL AND SHALL NOT BE
ASSIGNABLE TO ANY OTHER PARTY.
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16.  Limitation of Liability. Supplier is not liable, for alleged defects in products
sold or services performed, to third parties or anyone with whom it does not have a
direct contractual relationship. Supplier is not liable for defects in information
provided by secondary sources. All documents, including reports, drawings, plans,
designs and specifications, prepared by Supplier or its subcontractors are not
intended or represented by Supplier to be suitable for use by or relied upon by
anyone but the Customer or for uses beyond the scope of the specific uses or
purposes set forth in the contract documents. INDEPENDENTLY OF ANY OTHER
REMEDY LIMITATION HEREOF AND NOTWITHSTANDING ANY FAILURE OF
THE ESSENTIAL PURPOSE OF ANY SUCH LIMITED REMEDY, IN NO EVENT
SHALL SUPPLIER BE LIABLE FOR SPECIAL, INCIDENTAL, COST OF COVER,
LOST PROFITS OR CONSEQUENTIAL DAMAGES OF ANY KIND WHETHER
UNDER CONTRACT, TORT OR OTHER LEGAL ACTION UNDER THIS
AGREEMENT, EVEN IF SUPPLIER HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL SUPPLIER
AGGREGATE LIABILITY HEREUNDER EXCEED THE AMOUNT PAID BY THE
CITY TO SUPPLIER FOR THOSE PRODUCTS GIVING RISE TO THE
LIABILITY.

17. Nondisclosure. City acknowledges that, in the course of using the software,
hardware and associated systems or products contemplated by this Agreement, City
may obtain confidential or proprietary information relating to the technology or the
accompanying documentation of Supplier or its subcontractors, including without
limitation all technical know-how and specifications (“Proprietary Information”).
For purposes of this Agreement, Proprietary Information further includes any
information and data which is, or should be reasonably understood to be,
confidential or proprietary to the disclosing party, which may include, without
limitation, proprietary technical, financial, personnel, marketing, pricing, sales
and/or commercial information with respect to the products and services of the
parties, as well as ideas, concepts, designs, computer programs and inventions and
all record bearing media containing or disclosing such Proprietary Information
which are disclosed pursuant to this Agreement. Such Proprietary Information shall
belong solely to Supplier. Proprietary Information shall not include information
that is or becomes publicly known through no wrongful act of City. City shall not
use or disclose Proprietary Information to third parties without the prior written
consent of Supplier, and City agrees to undertake reasonable measures to maintain
the Proprietary Information in confidence. City agrees to report immediately to
Supplier any unauthorized use or disclosure of Proprietary Information of which
City has actual knowledge.

Supplier acknowledges that, in the course of installing, supporting and maintaining
the software, hardware and associated systems or products for the City, Supplier
may obtain information regarding the City or its associated computer systems.
Notwithstanding that certain parts of such data may become a public record,
Supplier shall not disclose or use any such potentially confidential information
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without the City’s prior written consent. Supplier agrees to take all appropriate
steps to protect the integrity and confidentiality of the City’s computer systems.

Each party shall protect and safeguard the Proprietary Information of the other
party using at least the same degree of care such party uses to protect its own
Proprietary Information of like importance. Each party agrees that all employees
and subcontractors to whom Proprietary Information is disclosed will have signed a
confidentiality agreement in form and substance reasonably acceptable to the
disclosing party, copies of which will be provided upon request.

18. Insurance Requirements.

a. Supplier, at Supplier's own cost and expense, shall procure and
maintain, for the duration of the contract, the following insurance policies.

1. Workers' Compensation Coverage. Consultant shall maintain
Workers' Compensation Insurance and Employer's Liability Insurance
for his/her employees in accordance with the laws of the State of
California. In addition, Consultant shall require each subcontractor to
similarly maintain Workers' Compensation Insurance and Employer's
Liability Insurance in accordance with the laws of the State of
California for all of the subcontractor's employees. Any notice of
cancellation or non-renewal of all Workers' Compensation policies
must be received by the City at least thirty (30) days prior to such
change. The insurer shall agree to waive all rights of subrogation
against City, its officers, agents, employees and volunteers for losses
arising from work performed by Consultant for City.

This provision shall not apply if Supplier has no employees performing
work under this Agreement. If the Supplier has no employees for the
purposes of this Agreement, Supplier shall sign the "Certificate of
Exemption from Workers' Compensation Insurance" which is attached
hereto as Exhibit D.
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b.

1. General Liability Coverage. Consultant shall maintain
commercial general liability insurance in an amount not less than one
million dollars ($1,000,000) per occurrence for bodily injury, personal
injury and property damage. If a commercial general liability
insurance form or other form with a general aggregate limit is used,
either the general aggregate limit shall apply separately to the work to
be performed under this Agreement or the general aggregate limit
shall be at least twice the required occurrence limit.

111. Automobile Liability Coverage. Supplier shall maintain
automobile liability insurance covering bodily injury and property
damage for all activities of the Supplier arising out of or in connection
with the work to be performed under this Agreement, including
coverage for owned, hired and non-owned vehicles, in an amount of not
less than one million dollars ($1,000,000) combined single limit for
each occurrence.

1v. Professional Liability Coverage. Supplier shall maintain
professional errors and omissions liability insurance for protection
against claims alleging negligent acts, errors or omissions which may
arise from Supplier's operations under this Agreement, whether such
operations be by the Supplier or by its employees, subcontractors, or
subconsultants. The amount of this insurance shall not be less than
one million dollars ($1,000,000) on a claims-made annual aggregate
basis, or a combined single-limit per occurrence basis.

Policy Endorsements. Each general liability and automobile liability

insurance policy shall be with insurers possessing a Best's rating of no less
than A:VII and shall be endorsed with the following specific language:

1. The City of Pleasant Hill, its elected or appointed officers,
officials, employees, agents and volunteers are to be covered as
additional insureds with respect to liability arising out of work
performed by or on behalf of the Supplier, including materials, parts or
equipment furnished in connection with such work or operations.
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1. This policy shall be considered primary insurance as respects
the City, its elected or appointed officers, officials, employees, agents
and volunteers. Any insurance maintained by the City, including any
self-insured retention the City may have, shall be considered excess
insurance only and shall not contribute with 1it.

111. This insurance shall act for each insured and additional insured
as though a separate policy had been written for each, except with
respect to the limits of liability of the insuring company.

1v. Any failure to comply with reporting provisions of the policies
shall not affect coverage provided to the City, its elected or appointed
officers, officials, employees, agents or volunteers.

V. The insurance provided by this policy shall not be suspended,
voided, canceled, or reduced in coverage or in limits except after thirty
(30) days written notice has been received by the City.

c. Deductibles and Self-Insured Retentions. Any deductibles or self-
insured retentions must be declared to and approved by the City. At the
City's option, Supplier shall demonstrate financial capability for payment of
such deductibles or self-insured retentions.

d. Certificates of Insurance and Endorsements. Supplier shall provide
certificates of insurance with original endorsements to City as evidence of the
insurance coverage required herein. Certificates of such insurance shall be
filed with the City on or before commencement of performance of this
Agreement. Current certification of insurance shall be kept on file with the
City at all times during the term of this Agreement.

19. Compliance with Laws. Supplier shall use the standard of care in its
profession to comply with all applicable federal, state and local laws, codes,
ordinances and regulations.
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20. Licenses. Supplier represents and warrants to City that it has all licenses,
permits, qualifications, insurance and approvals of whatsoever nature which are
legally required of Supplier to practice its profession. Supplier represents and
warrants to City that Supplier shall, at its sole cost and expense, keep in effect or
obtain at all times during the term of this Agreement, any licenses, permits,
insurance and approvals which are legally required of Supplier to practice its
profession. Supplier shall maintain a City of Pleasant Hill business license.

21.  Controlling LLaw Venue. This Agreement and all matters relating to it shall
be governed by the laws of the State of California and any action brought relating to
this Agreement shall be held exclusively in a state court in the County of Contra
Costa, Martinez, California.

22.  Written Notification. Any notice, demand, request, consent, approval or
communication that either party desires or is required to give to the other party
shall be in writing and either served personally or sent prepaid, first class mail.
Any such notice, demand, etc. shall be addressed to the other party at the address
set forth herein below. Either party may change its address by notifying the other
party of the change of address. Notice shall be deemed communicated within 48
hours from the time of mailing if mailed as provided in this section.

If to City: City of Pleasant Hill
100 Gregory Lane
Pleasant Hill, CA 94523-3323
Attn: Network Manager

If to Supplier:
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23.

24.

Supplier's Books and Records.

a. Supplier shall maintain any and all ledgers, books of account, invoices,
vouchers, canceled checks, and other records or documents evidencing or
relating to charges for supplies or services, or expenditures and
disbursements charged to City for a minimum period of three (3) years, or for
any longer period required by law, from the date of final payment to Supplier
to this Agreement.

b. Supplier shall maintain all documents and records which demonstrate
performance under this Agreement for a minimum period of three (3) years,
or for any longer period required by law, from the date of termination or
completion of this Agreement.

c. Any records or documents required to be maintained pursuant to this
Agreement shall be made available for inspection or audit, at any time during
regular business hours, upon written request by the City Manager, City
Attorney, City Auditor or a designated representative of these officers.

Copies of such documents shall be provided to the City for inspection at City
Hall when it is practical to do so. Otherwise, unless an alternative is
mutually agreed upon, the records shall be available at Supplier's address
indicated for receipt of notices in this Agreement.

d. Where City has reason to believe that such records or documents may
be lost or discarded due to dissolution, disbandment or termination of
Supplier's business, City may, by written request by any of the above named
officers, require that custody of the records be given to the City and that the
records and documents be maintained in City Hall. Access to such records
and documents shall be granted to any party authorized by Supplier,
Supplier's representatives, or Supplier's successor-in-interest.

Entire Agreement. This Agreement constitutes the complete and exclusive

statement of Agreement between the City and Supplier. All prior written and oral
communications, including correspondence, drafts, memoranda, and
representations, are superseded in total by this Agreement.

25.

Amendments. This Agreement may be modified or amended only by a

written document executed by both Supplier and City and approved as to form by
the City Attorney.
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26. Waiver. No failure on the part of either party to exercise any right or remedy
hereunder shall operate as a waiver of any other right or remedy that party may
have hereunder.

27.  Litigation Expenses and Attorneys' Fees. If either party to this Agreement
commences any legal action against the other party arising out of this Agreement,
the prevailing party shall be entitled to recover its reasonable litigation expenses,
including court costs, expert witness fees, discovery expenses, and attorneys' fees.

28.  Execution. This Agreement may be executed in several counterparts, each of
which shall constitute one and the same instrument and shall become binding upon
the parties when at least one copy hereof shall have been signed by both parties
hereto. In approving this Agreement, it shall not be necessary to produce or account
for more than one such counterpart.

29. Assignment and Subcontracting. The parties recognize that a substantial
inducement to City for entering into this Agreement is the professional reputation,
experience and competence of Supplier. Assignments of any or all rights, duties or
obligations of the Supplier under this Agreement will be permitted only with the
express consent of the City. Supplier shall be fully responsible to City for all acts or
omissions of its subcontractors. Nothing in this Agreement shall create any
contractual relationship between City and subcontractor nor shall it create any
obligation on the part of the City to pay or to see to the payment of any monies due
to any such subcontractor other than as otherwise is required by law.

30. No Confidentiality. This agreement is a public record and will be available to
the public if requested.
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31. Termination. This Agreement may be terminated immediately for cause or
by either party without cause upon fifteen days' written notice of termination.
Upon termination, Supplier shall be entitled to compensation for equipment
delivered and services performed up to the effective date of termination.

IN WITNESS WHEREOF, the parties have caused this Agreement to be
executed on the date first written above.

CITY OF PLEASANT HILL: SUPPLIER:

By:

Michael Ramsey
City Manager
Business License #

APPROVED AS TO FORM:

Debra S. Margolis
City Attorney

ATTEST:

Marty McInturf
City Clerk

Exhibit A: Scope of Work

Exhibit B: Time Schedule and Payment Dates

Exhibit C: Copy of Maintenance proposed after 1 year.

Exhibit D: Certificate of Exemption from Workers’ Compensation
Exhibit E: Blanket Endorsement

Exhibit F: Additional Insured Endorsement

Document3

48



Request for Proposal — Wireless WAN Data Communications System

Exhibit A

Scope of Work
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Exhibit B

Time Schedule and Payment Dates
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Exhibit C

Maintenance Agreement
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Exhibit D

CERTIFICATE OF EXEMPTION FROM WORKERS' COMPENSATION INSURANCE

I hereby certify that in the performance of the work for which this Agreement is entered
into, I shall not employ any person in any manner so as to become subject to the Workers'
Compensation Laws of the State of California.

Executed on this day of , 2006, at Pleasant Hill,
California.

[Add Consultant's name and title]
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